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Note for drafters:

e Section 8 of the Commonwealth Procurement Rules (CPRs) provide that ‘Relevant entities must
establish processes for the identification, analysis, allocation and treatment of risk when conducting
a procurement’.

Risk also needs to be considered when making decisions about the ongoing management of a
contract.
The CPRs also require that ‘Relevant entities should consider and manage their procurement
security risk in accordance with the Australian Government’s Protective Security Policy Framework.’
The effort directed to risk assessment and management should be commensurate with the scale,
scope and risk of the procurement or contract.

WHEN TO USE THIS TEMPLATE

* Note: Risk should be considered at all stages during procurement and contract management stages.
This template can be used for completing both procurement risk assessments, and contract risk
assessments.

This template is mandatory for completion for all:

- procurements and contracts valued at or above $10,000 (GST inclusive);
- vehicle hires of any value;

- non-election premises of any value; and

- contracts of any value containing contingent liabilities.

For election premises, the has a risk assessment
already incorporated.

This template can also be used for procurements and contracts below $80,000 (GST inclusive).

This risk assessment is incorporated into the Contract Management Plan (CMP) template, which
should be updated regularly during the term of the Contract. This template does note need to be
completed in addition to the CMP.

For Indemnities granted by the AEC, insurance may cover up to $5 million, contact
if additional coverage is required.

If the procurement/contract is a covered procurement, i.e. an open tender or limited tender valued at
$80,000 and above, then you should use the AEC Risk Management System (ARMS).

COMPLETING THIS TEMPLATE
To prepare this template for use:

address and delete all purple drafting notes (including this one) and yellow highlighted notes
throughout this document;

arrange approval by the relevant AEC official (eg. owner or manager responsible for delivering the
services);

consider the risk examples for guidance; and

ensure the latest version is attached to the Procurement Plan and/or Spending Proposal for auditing
purposes.

Further information on conducting Risk Management can be found in the:

. ;and

L ]

The Risk and Assurance section within the AEC also provides advice and assistance to AEC officials on
how to undertake risk assessments. For assistance contact | or |

—
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Procurement and Contract Risk Assessment

1. Key details

Description Details

Title [insert]
[Procurement Reference | ..

I/ Contract] Number [insert]
Value [insert]
Commencement date [insert]
End date [insert]
Option periods [insert]

AEC Financial Delegate | [Name]

[Name]
Contract Manager [Phone]
(AEC) [Email]

Phone
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2. Risk Assessment

Note to drafter: In accordance with paragraph 8.3 of the Commonwealth Procurement Rules, procurement security risk should be considered and managed in accordance with the

Risk Owner/s & Risk
Actionee /s

Identified risk Who Current controls Current risk rating Risk Treatment Residual Risk Rating

Additional measures to reduce risk to tolerable Rating of the identified Identify who is accountable

. - ; Identify who may - - Rating of the identified level? risk after treatments (if for managing risk (Owner),
Identify the Risk Event and its Identify the measures currently in place to reduce the : S = 2
ident;yled causes and effects Lo Iikelillifgod and/or the consequchepof the identified risk. "ok taking into account  Mandatory for risks with a residual rating of ) B

identified risk controls already in place  Qjgh/Extreme. implementing treatment
» » ~ (Actionee).

Causes: Likelihood: Likelihood:
RISK EVENT: Consequence: Rating: g:tri\'s‘;f]uence:
Consequences:

Causes: Likelihood: Likelihood:
RISK EVENT: Consequence: Rating: g:tr;:gguence:
Consequences:

Causes: Likelihood: Likelihood:
RISK EVENT: Consequence: Rating: g:tr;zzguence:
Consequences:

Causes: Likelihood: Likelihood:
RISK EVENT: Consequence: Rating: g:tri\'s‘;f]uence:
Consequences:

Causes: Likelihood: Likelihood:
RISK EVENT: Consequence: Rating: g:tril's‘gf]uence:
Consequences:

Causes: Likelihood: Likelihood:
RISK EVENT: Consequence: Rating: g:tr;zzguence:
Consequences:

Causes: Likelihood: _ Likelihood:
RISK EVENT: Consequence: Rating: g:trilzgguence:
Consequences:

Overall current risk ratin Note to drafter: use the highest identified current risk rating (eg. if you have 3 low risks and 1 medium
9 risk, the overall current risk rating will be medium).
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3. Risk Matrix

1. Assess risk ratings based on first selecting the relevant Consequence Criteria
and level of severity, followed by the Likelihood Rating.

2. Use the Risk Accep and Escalation Table to evaluate the risk and
datermine which path to take o manage the risk (e.g. accept, monitor, treat). NOTE: the nt of a risk ing (likelihood) or the impact
of an event {consequence) can be subject 1o personal bias. For this reason
every step in the it i ication and ltzati
Risk M best ice is that are collat i

exercises best undertaken in a stakeholder risk workshop.
RISK TOLERANCE
UPPER

Extreme

Meadium
Medium Madium Extreme L
. Govemance ; Low
2
g Low
Medium
LIKELIHOOD RATING
PTOR QUALITATIVE PROBABILITY
Itis almost certain tha the event
Almost Certain 1% and above
Uniikely Medium O SO PR W oo
A strong possibiity thal the event _
Likoly or described resull will occur, 61-00%
Possible The evant or described result could occur. 3-60%
It is uniikaly that the event o described
Rare Unitioty result wil ocou. S0%
The event may occur but only in rare
Rare and exceplional Giroumstances. Loss than i
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4. Consequence criteria

Instructions for using consequence criteria: Select the highest credible consequence.
If your risk event occurred, which of the following criteria would apply?

Negligible

Moderate

Major

Consequences

REPUTAT WORK FEAL'I'H
T = —m

Outcomes and objectives  Tollal dollar loss and/for Information is already in Minor technical Injury o workers or other
are substantially potantial overspend is less  the public domain. No breach of an intemal cavaaue Lmk if any, parties may require the
mat. Minor delays in than or equal fo $50,000 Ioss of publi pobicy or guidelin impact on stakeholdar attention of first aid officer.
performance have no or confidence. Comcare nol nolified.
little impact on defivary
of busiNess PrOcessas.
Mo measurable
oparational impact
1o ICT services,
Outcomes and Total dollar loss and/ Small number of Failure to comply with Isolated media coverage, Isolaled incident, One-off or near miss Work
are subslantially mel with  or polential overspend individuals alfected and internal policy and limited 1o local media. may resull in minor Haalth and Salety incident
partial delay or variation. s greater than $50,000 L legisk e bk lsoiaiedamtnelmpem disciplinary action occurs. Only minor injury,
Some nlarmuptions in and less than or information imvohwed .0, Aurthority it any, 10 workers or other
performance having a equal 1o §1 million. name, contact delails, (AAI), resuling in a minor Cmbersaolvstfmﬁm parfies. May require the
minor and temporary emal). Limited risk of breach of C: ashort action of a medical
impact on businass harm to small number Acts, including the Comcare not nofified.
delfivary of processes, G
Wi downiima o birtig financialreputational risk.  Blecioral Act (CEA)
in single area of agency.
Minimal loss of data,
Delivery of key outcomas Total dollar loss and/ Large number of A breach of Strong madia interest. Fraudulent activities Multipde Work Health
and objeclives or potontial individuals affected, ¥ Acts or or broader resulling in disciplinary and Saloty noar miss
substantially delayed or s greater than $1 with imited release of Regulations of fallure damage o stakeholder actons. incidents. Polentially
vared. Some interruptions  milkon and less than or additional information to comply with PGPA confidence with short to a nofifiable incident o
o time crifical servica equal lo $5 million. o what is already in Act, CEA and tha madium outcomes and Comcare undar WHS
dedivery. Extended period The public domain Public Service Act ramifications. Roquires Act. Medical ireatment
of downtime or outaga Executive attention. required for workers:
in multipla sonicos or other parfies; and/
of a dangerous incident
as defined undar the
WHS Act fsaction 37).

Unable to deliver
outcomes without
significant additional
axpanse andior vaniation.
Breakdown in tima-
critical services.

foreseeable future. Unabie

1o undertake time-critical
other sarvices for

a prolonged period.

Extensive and/or tolal

loss of sarvice delivery.

Total dolar koss and/
or potential overspand
is grealer than $5
million and less than or
equal to $20 millon

Total dollar loss andior
potantial
greater than $20 milion.

Consequences

REPUTA
I e e O o S 9

ﬁskmhammlam
number of i

Mﬂipbmo!
Acts or

including fnancial/

with

damage, o

orientation, TFNs).
Public axposure of
incidont and limiled loss
of public confidence.

possible
lties undes the CEA
and Public Sarvices Acl

Significant and or
breach

profracted
of law resuling in
cfiminal charges.

aclivities resuling in
disciplinary
and repulational risk i

AEC with reseral 1o The
AFP and tormination

Lieluealmmcla

injury casing
mmm_am
incident to Comcare
under section 36 of the
WHS Act. Major injuries ol
workers o ofher parties.
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5. Examples of possible risks

Procurement

Insufficient: funding; resources (e.g. personnel); time to conduct the procurement.

Inappropriate procurement method selected.

Contract Management

Goods damaged during transport.

Service Provider: not providing Services in accordance with the timeframes specified in the Contract; not meeting milestones; not meeting user acceptance testing.

Contracts with contingent liabilities
An event occurs that triggers a contingent liability in the contract, resulting in the AEC assuming liability for any damages, expenses or losses of the Service Provider and/ or a third party.
For example:
« infringement of intellectual property rights;
« loss, damage or destruction of data, materials goods or property; or
« disclosure of commercial in confidence or personal information.
An event occurs that triggers a contingent liability in the contract, resulting in the AEC assuming liability for injury or death caused by the Service Provider and/or a third party. For
example, failure to:
« comply with the work health and safety requirements set out in legislation;
« comply with the terms of the contract and/or any reasonable direction of the AEC; or
« adequately maintain plant and equipment.

Failure to comply with the terms of the contract and /or any reasonable direction of the AEC impacts on the delivery of the goods or services or delivery of an electoral event.

Vehicle hire

AEC official injured as a result of an accident or damage to the vehicle.

Election-related material lost, stolen or damaged during transport in vehicle.

Non-election premises

Public or AEC officials injured at the premises.

Premises damaged during the term of the lease arrangement.

Loss or damage to AEC equipment or materials.
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